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A How momentum can help reduce client drift
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Figure 2: Client-drift in FEDAVG (left) and MIME (right) is illustrated for 2 clients with 3 local steps
and momentum parameter � = 0.5. The local SGD updates of FEDAVG (shown using arrows for
client 1 and client2) move towards the average of client optima x?
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2 which can be quite different
from the true global optimum x?. Server momentum only speeds up the convergence to the wrong
point in this case. In contrast, MIME uses unbiased momentum and applies it locally at every update.
This keeps the updates of MIME closer to the true optimum x?.
In this section we examine the tension between reducing communication by running multiple client
updates each round, and degradation in performance due to client drift [30]. To simplify the dis-
cussion, we assume a single client is sampled each round and that clients use full-batch gradients.

Server-only approach. A simple way to avoid the issue of client drift is to take no local steps.
We sample a client i ⇠ D and run SGD with momentum (SGDm) with momentum parameter � and
step size ⌘:

xt = xt�1 � ⌘ ((1� �)rfi(xt�1) + �mt�1) ,

mt = (1� �)rfi(xt�1) + �mt�1 .
(2)

Here, the gradient rfi(xt) is unbiased i.e. E[rfi(xt)] = rf(xt) and hence we are guaranteed
convergence. However, this strategy can be communication-intensive and we are likely to spend all
our time waiting for communication with very little time spent on computing the gradients.

FEDAVG approach. To reduce the overall communication rounds required, we need to make more
progress in each round of communication. Starting from y0 = xt�1, FEDAVG [41] runs multiple
SGD steps on the sampled client i ⇠ D

yk = yk�1 � ⌘rfi(yk�1) for k 2 [K] , (3)

and then a pseudo-gradient g̃t = �(yK �xt) replaces rfi(xt�1) in the SGDm algorithm (2). This
is referred to as server-momentum since it is computed and applied only at the server level [25].
However, such updates give rise to client-drift resulting in performance worse than the naı̈ve server-
only strategy (2). This is because by using multiple local updates, (3) starts over-fitting to the local
client data, optimizing fi(x) instead of the actual global objective f(x). The net effect is that
FEDAVG moves towards an incorrect point (see Fig 2, left). If K is sufficiently large, approximately

yK  x?

i
, where x?

i
:= argmin

x
fi(x)

) Ei⇠D[g̃t] (xt � Ei⇠D[x
?

i
]) .

Further, the server momentum is based on g̃t and hence is also biased. Thus, it cannot correct for
the client drift. We next see how a different way of using momentum can mitigate client drift.

Mime approach. FEDAVG experiences client drift because both the momentum and the client
updates are biased. To fix the former, we compute momentum using only global optimizer state as
in (2) using the sampled client i ⇠ D:

mt = (1� �)rfi(xt�1) + �mt�1 . (4)

To reduce the bias in the local updates, we will apply this unbiased momentum every step k 2 [K]:

yk = yk�1 � ⌘((1� �)rfi(yk�1) + �mt�1) . (5)
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yi := yi − η((1−β)∇fi(yi) + βm)

m := (1−β)∇fi(x) + βm

for some local steps

aggregated on server 
after each round

Mime algorithm framework



Federated vs Personalized Learning2b
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✤ Federated
✤ Ordering of training 

Set of active clients evolves (how?)

✤ Clients = Tasks 
Sequential fine-tuning 
Transfer learning, 
overparameterized models?

✤ Train alone or collaborate?

Federated vs Personalized Learning
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Motivation

image source

✤ Applications:  
any ML system with user data 
servers, devices, sensors, hospitals, ...

user

user

user

user

user

user

AI utility, control and privacy
aligned with data ownership

✤ Advantages: 

https://pixabay.com/photos/computer-business-typing-keyboard-1149148/


Decentralized 
ML

Efficiency

Robustness

Privacy

Required Building Blocks



Consensus

device

⚙

device

⚙

device

⚙

device

⚙

x = 1
m

m

∑
i=1

xi

xi
t+1 = 1

degi ∑
j:neighbours

xj
t

⚙

x3

x4x2

device i
x2 x4

x5

x6
device

⚙

x1

x1



Communication Compression

 

✤ limited-bit precision vector

e.g. 1-bit per entry reduces 
communication 32 times

✤ random/top k% of all the entries

e.g. k=0.1% reduces communication 1000 times
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SGD step:

Average step:
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∥∇f(xt)∥2 = 𝒪( 1
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Convergence (Non-Convex Case)

δ — compression ratio δ ∈ [0,1], δ = 1 for no compression

ρ — spectral gap of the graph topology

✤ linear speedup in the number of workers



 

Resnet20 on Cifar 10

data transmitted (MB)
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Language model (3-layer LSTM) on WikiText-2 

Decentralized DL

data transmitted (MB)

Social Network Topology, 32 nodes of max deg 14 
Sign quantization
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https://www.pngarts.com/explore/76879
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Resnet50 on ImageNet-1k  
Ring of 8 nodes, each has 4 P100 GPUs

time

DL in Datacenter

https://www.pngarts.com/explore/76879


✤ consensus algorithm that converges linearly with 
arbitrary compression

✤ decentralized SGD algorithm that converges with 
arbitrary compression

Conclusions - Choco



✤ Efficiency: Communication & Compute 
on-device learning, Edge AI 
peer-to-peer communication 

✤ Privacy 
data locality, leakage?, attacks?

✤ Robustness & Incentives 
tolerate bad players, reward collaboration

Building Blocks for Decentralized ML



Robustness 
During Training and Inference
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Gradients from  
faulty/malicious collaborators: 
        - Byzantine-robust Training

3a



Malicious actors in FL
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Byzantine Robust Training

server

Unstable
Client

Malicious
Client

w := w − γ agg({gi})
g1 gn

agg({gi}) := avg({gi})

:= CM({gi})

Examples: 

•Coordinate-wise median  
[Yin et al. 2017]

•Krum 
[Blanchard et al. 2018] 

•Geometric median  
/ RFA [Pillutla et al. 2019] 



Byzantine-robust training

Zeno: Byzantine-suspicious stochastic gradient descent, 2018, Cong Xie et al.

✤ Mean vs median 



Negative result

✤ Robustness of the aggregation rule   
does not imply robust training: 
time-coupled attacks - “little is enough”

✤ Any aggregation rule which does not use history  
can fail for training (convergence)

agg({gi})



Fix: Using history with momentum 

✤ Simply use worker momentum 

✤ Effectively averages past gradients, reducing variance 

✤ (Robustly) aggregate worker momentum instead of gradients 

w := w − γ agg({mi})

mi := (1 − β)gi + βmi



Image: Tom B. Brown/Dandelion Mané

Image: Elsayed ,Papernot et al 2018

Adversarial Attacks (at inference time)3b

https://arxiv.org/pdf/1712.09665.pdf


Adversarial Attacks (at inference time)

Image: Mądry, Schmidt
More info: 
http://gradientscience.org/intro_adversarial/

http://gradientscience.org/intro_adversarial/
http://gradientscience.org/intro_adversarial/


Adversarial Attacks

rwf
<latexit sha1_base64="ofAejavoJ5sLxCVF+mpYTjKYL60="></latexit><latexit sha1_base64="qbBWh6x+Fz9Gb3YJx3BVcnndEv8="></latexit><latexit sha1_base64="qbBWh6x+Fz9Gb3YJx3BVcnndEv8="></latexit><latexit sha1_base64="ljPjLNEkrcyTgMiQi+eKqvuAmkM="></latexit>

rxif
<latexit sha1_base64="T9vHrzBNBNI9njIOvOVQFnxTLt8="></latexit><latexit sha1_base64="EBQjQyE92ildIYK+em8g304fOh4="></latexit><latexit sha1_base64="EBQjQyE92ildIYK+em8g304fOh4="></latexit><latexit sha1_base64="ILvK/nyEUx12KlwWfimJ5+9iXF4="></latexit>

✤ Standard training

✤ Attacking

change model

change data
max

x∈R∞(xi,ε)
fw(xi)

min
w

fw(xi)

✤ by Projected Gradient Descent!



Privacy
4

✤ Secure Multiparty Computation

✤ secure aggregation 
(private gradients, public model)

✤ Differential Privacy

✤ Privacy/inference Attacks



Leveraging Heterogenous Systems 
Compute & Memory Hierarchy: Which data to put in which device?

machine 1

⚙

machine 2

⚙

GPU 1a

⚙⚙⚙⚙

FPGA 1b

⚙⚙⚙⚙
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Unit A

⚙

Unit B

⚙⚙⚙⚙

30GB 8GB

Leveraging Heterogenous Systems

adaptive importance sampling of datapoint 
e.g. for general linear models, or word2vec



Trends - Systems

✤ new hardware

✤ TPU, GraphCore

✤ sparse ops

✤ efficient numerics (limited precision), model 

compression

✤ Software frameworks

✤ AutoGrad (Jax, PyTorch, TensorFlow etc)

✤ Backends for new hardware

machine 1

⚙
GPU 1a

⚙⚙⚙⚙

FPGA 1b

⚙⚙⚙⚙



Number formats for DL



Practical tricks

✤ feature hashing ✤ limited precision operations



Auto ML

✤ hyper-parameter optimization 
zero-order methods

✤ learning to learn 
adaptive methods

✤ neural architecture search 
zero-order, warm-start
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