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Federated Learning2a
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✤ Local SGD steps = 
“Federated averaging”


✤ Google Android 
Keyboard
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Motivation

image source

✤ Applications:  
any ML system with user data 
servers, devices, sensors, hospitals, ...
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AI utility, control and privacy

aligned with data ownership

✤ Advantages: 

https://pixabay.com/photos/computer-business-typing-keyboard-1149148/


Decentralized 
ML

Efficiency

Robustness

Privacy

Required Building Blocks
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Communication Compression

 

✤ limited-bit precision vector


e.g. 1-bit per entry reduces 
communication 32 times

✤ random/top k% of all the entries


e.g. k=0.1% reduces communication 1000 times
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Average step:
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SGD step:

https://pngriver.com/download-chocolate-87142/
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Convergence (Non-Convex Case)

δ — compression ratio δ ∈ [0,1], δ = 1 for no compression

ρ — spectral gap of the graph topology

✤ linear speedup in the number of workers



 

Resnet20 on Cifar 10

data transmitted (MB)
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Language model (3-layer LSTM) on WikiText-2 

Decentralized DL

data transmitted (MB)

Social Network Topology, 32 nodes of max deg 14 
Sign quantization
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https://www.pngarts.com/explore/76879
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Resnet50 on ImageNet-1k  
Ring of 8 nodes, each has 4 P100 GPUs

time

DL in Datacenter

https://www.pngarts.com/explore/76879


✤ First consensus algorithm that converges linearly 
with arbitrary compression


✤ First decentralized SGD algorithm that converges 
with arbitrary compression


✤ Practical performance

Conclusions - Choco



✤ Efficiency: Communication & Compute 
on-device learning, Edge AI 
peer-to-peer communication 


✤ Privacy 
data locality, leakage?, attacks?


✤ Robustness & Incentives 
tolerate bad players, reward collaboration

Building Blocks for Decentralized ML



Robustness

During Training and Inference
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Byzantine-robust training

Zeno: Byzantine-suspicious stochastic gradient descent, 2018, 	Cong Xie et al.


✤ Mean vs median 



Image: Tom B. Brown/Dandelion Mané

Image: Elsayed ,Papernot et al 2018

Adversarial Attacks (at inference time)

https://arxiv.org/pdf/1712.09665.pdf


Adversarial Attacks (at inference time)

Image: Mądry, Schmidt
More info: 
http://gradientscience.org/intro_adversarial/

http://gradientscience.org/intro_adversarial/
http://gradientscience.org/intro_adversarial/


Adversarial Attacks

rwf
<latexit sha1_base64="ofAejavoJ5sLxCVF+mpYTjKYL60="></latexit><latexit sha1_base64="qbBWh6x+Fz9Gb3YJx3BVcnndEv8="></latexit><latexit sha1_base64="qbBWh6x+Fz9Gb3YJx3BVcnndEv8="></latexit><latexit sha1_base64="ljPjLNEkrcyTgMiQi+eKqvuAmkM="></latexit>

rxif
<latexit sha1_base64="T9vHrzBNBNI9njIOvOVQFnxTLt8="></latexit><latexit sha1_base64="EBQjQyE92ildIYK+em8g304fOh4="></latexit><latexit sha1_base64="EBQjQyE92ildIYK+em8g304fOh4="></latexit><latexit sha1_base64="ILvK/nyEUx12KlwWfimJ5+9iXF4="></latexit>

✤ Standard training

✤ Attacking

change model

change data
max

x∈R∞(xi,ε)
fw(xi)

min
w

fw(xi)

✤ by Projected Gradient Descent!



Privacy
4

✤ Secure Multiparty Computation


✤ Differential Privacy


✤ Privacy/inference Attacks



Leveraging Heterogenous Systems

Compute & Memory Hierarchy: Which data to put in which device?
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30GB 8GB

Leveraging Heterogenous Systems

duality gap as selection criterion

adaptive importance sampling AISTATS 2017, 2018

NIPS 2017a,b

https://arxiv.org/abs/1703.02518
http://papers.nips.cc/paper/7013-efficient-use-of-limited-memory-accelerators-for-linear-learning-on-heterogeneous-systems
http://papers.nips.cc/paper/7025-safe-adaptive-importance-sampling


Experiments
RAM         GPU,    30GB dataset

Lasso SVM



Experiments

terabyte click log dataset, IBM cloud implementation [arXiv]
Figure 7: Comparison with previously-published results for Logistic Regression on the Terabyte Click Logs dataset.

(LR) model as well as a Support Vector Machine (SVM) model on
the criteo-1b dataset. We deploy Spark on two IBM Power System
S822LC servers with 8 executors (4 on each node). We load the
training data using the libsvm reader provided by Spark and then
train both the LR model (provided by spark.ml) and the SVM model
(provided by spark.ml). We measuring the training time as well
as the mean squared error on the test set (for regression) and the
F1-score on the test set for the SVM.

We deploy Snap ML using the Apache Spark API that has been
developed. Spark is thus used to implement the top-level parallelism
(i.e., the CoCoA framework), while the local sub-problem on each
executor is o�-loaded to the core engine (wri�en in C++), which
can take advantage of lower-level parallelism if GPUs are available.
Snap ML was deployed on the same servers that were used to
evaluate Spark MLlib. �ese servers have 4 NVIDIA Tesla P100
GPUs present which have 16GB of memory each, thus, ��ing the
entire training data. We measure the training time and MSE/F1-
score for both the LR and the SVM that are provided by Snap ML,
with and without GPU acceleration enabled (for this comparison
we opt to use the single threaded CPU solver in Snap ML).

In Figure 6a, we present the training time of the aforementioned
experiments. Without enabling the GPU acceleration, we observe
more than an order of magnitude speed-up vs. MLlib for both
models: 77x for LR and 24x for SVM. When enabling the GPU accel-
eration, we obtain 3 orders of magnitude performance improvement
relatively to MLLib: 2800x for LR and 1000x for SVM. �e MSE
for the LR was the same in all experiments (6.9%), while for the
SVM Spark obtained a slightly worse F1-score (0.13) relative to
Snap ML (0.17). Since both models were con�gured with the same
regularization parameter, this di�erence may be explained by some
additional feature scaling that MLlib is doing internally.

5.2.2 Limited-Memory Training. To analyze the performance of
Snap ML in scenario (2) we train an SVM classi�er on the criteo-1b
dataset. We use a cluster of 4 nodes where each node has 2 NVIDIA
GTX 1080 Ti GPUs a�ached. �ese GPUs have 11GB of memory of
which 8GB can be used to store the data since we also need to store
the model and auxilary data structures. Hence the entire training
data which is 98GB in size cannot be stored entirely inside the

GPU memory. To take advantage of both GPUs on every node for
training the SVM model Snap ML uses the combination of DuHL
with CoCoA described in Section 4.3. We compare the training time
of the GPU accelerated version with the single-threaded, as well as
the multi-threaded CPU solvers implemented in Snap ML. Results
are reported in Figure 6b. We can see that even when the dataset
does not �t in GPU memory, the use of DuHL allows us to bene�t
from GPU acceleration resulting in an order of magnitude faster
training relative to both single-threaded and multi-threaded CPU
solvers.

5.3 Tera-Scale Benchmark
For the large scale benchmark on the full dataset of 4.2 billion
training examples, we deploy Snap ML across four IBM Power
System AC922 servers. Each server has 4 NVIDIA Tesla V100 GPUs
which communicate the the host via the NVLINK 2.0 interface. We
use the MPI extensions to Snap ML so that the model is trained
using 16 MPI processes, each process is assigned a unique GPU and
is pinned to the corresponding NUMA socket where the GPU is
a�ached. When training a Logistic Regression (LogR) model, we
obtain a logarithmic loss on the test set of 0.1292 in 1.53 minutes.
�is is the total runtime including data loading, initialization and
training time.

�ere have been a number of previously-published results on
this same benchmark, using di�erent machine learning so�ware
frameworks, as well as di�erent hardware resources. We will brie�y
review these results:

LIBLINEAR. In an experimental log posted in the libsvm datasets
repository [18], the authors report using LIBLINEAR-CDBLOCK
[19] to perform training on a single machine with 128GB of RAM.
�is solver performs out-of-core training by spli�ing the data into
chunks that �t in memory. �is approach takes 55 hours to train
the dataset and a logarithmic loss of 0.1293 is reported.

VowpalWabbit. In [14], the authors evaluated the performance of
Vowpal Wabbit, a fast out-of-core learning system, on the terabyte
click logs dataset. Training was performed on a 12 core (24 thread)
machine with 128GB of memory using Vowpal Wabbit 8.3.0 using
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https://arxiv.org/abs/1803.06333


Trends - Systems

✤ new hardware

✤ TPU, GraphCore


✤ sparse ops


✤ efficient numerics (limited precision), model 

compression


✤ Software frameworks


✤ AutoGrad (Jax, PyTorch, Tensorflow etc)


✤ Backends for new hardware

machine 1

⚙
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Number formats for DL



Open Source Project:  

MLbench - Distributed 
Machine Learning Benchmark

Public and reproducible reference 
implementations and benchmarks 
for distributed machine learning  
algorithms, frameworks and systems. 
 
mlbench.github.io

https://mlbench.github.io


Cloud ML

• elasticity

• colab



Practical tricks

✤ feature hashing ✤ limited precision operations



Auto ML

✤ hyper-parameter optimization 
zero-order methods


✤ learning to learn 
adaptive methods

✤ neural architecture search 
zero-order, warm-start
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